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Session Format

• 60 minute time slot

• Touch on a lot of topics 

• Can you see REAL good?

• Q&A anytime

• gabrieltocci.com/talks
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What is Cloud?
Cloud Services: Iaas Paas Saas

• Important to be specific

• Compare apples to apples

• Ellucian Cloud? AWS
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ETSU AWS Project

• Production Live on AWS 12/2018

• Aging Banner ERP Infrastructure

• ERP Hosts: RHEL 5, Hardware Replacement, Datacenter Migration 

• Timing with Banner 9

• Server Requisitions

• Technology Change

• Small Team

• 2 DBA, 1 manager/director

• 4 senior programmers, 2 junior programmers

• 0 system admin (on prem issues only)

• 0 network engineers (on prem issues only)
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Improved Efficiency and Scalability

• Lower overall costs
• Pay only for what you need

• Registration Spec’d Hardware
• No need to estimate capacity at time of purchase

• Better performance per $$
• Cap-ex vs. op-ex

• Self-Service Infrastructure

• Dell, Cisco, Compellant, Who?

• Faster time to value 

• Global resources
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Improved Availability and Disaster Recovery

• Single Region - Multi AZ
• Multiple Instances

• Load Balanced

• Snapshots

• AMI’s and EBS

• Declarative Infrastructure

• Infrastructure is easily rebuilt

• Dataguard on premise

• Worst case scenario
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Improved Security

• Secure by Default

• Network Isolation
• Virtual Private Cloud 

(VPC)
• Subnets: Routing 

tables

• VPN Gateway
• Security Groups

• Ingress/Egress 
rules

• Monitoring & Logging
• VPC Flowlogs

• Cloudtrail
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• Encryption Everywhere
• SSL, S3, EBS

• KMS

• Certificate Manager

• 2FA

• SSH Keypair login only

• Same as On-Prem
• Puppet

• IAM : Resource Access

• Roles & Privileges



• Market Leader

• Mature, robust, stable

• Support, Community, 
Examples

• Well Documented, Best 
Practices

• AWS CLI

• Terraform Provider

• Manages Services
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• Virtual Machines
• EC2 Instances

• Docker container orchestration
• ECS

• Load balancing
• ELB: HAProxy, ALB: ECS 

• Continuous Delivery
• S3, ECR

• Networking
• Route53, VPC

• Serverless functions
• Lambda

• Databases
• RDS: MS-Sql

ETSU Primary AWS Services



Declarative Infrastructure (Iac)
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Whatever the approach, configurations should be:
• Documented
• Repeatable
• Codified
• Automated

Benefits

• Manages “drift” of configurations

• Declare intent and interactions of 
resources

• Auditable infrastructure

• Increases recovery speed

• Reduces go-live errors

ETSU Toolset

• Puppet – R10k

• Terraform

• Docker

• Gitlab-CI



Network

Compute Resources

Storage

Operating System

OS Configuration

Application

Application Config

Terraform
CloudFormation
etc.

Puppet
Ansible
Chef
etc.

Provisioning vs. Configuration Management



Terraform vs. AWS CloudFormation

• https://www.terraform.io/docs/providers/aws/r/instance.html

• https://docs.aws.amazon.com/en_pv/AWSCloudFormation/latest/Us
erGuide/aws-properties-ec2-instance.html

• https://git.etsu.edu/aws/terraform

• https://www.terraform.io/docs/providers/index.html
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https://www.terraform.io/docs/providers/aws/r/instance.html
https://docs.aws.amazon.com/en_pv/AWSCloudFormation/latest/UserGuide/aws-properties-ec2-instance.html
https://git.etsu.edu/aws/terraform
https://www.terraform.io/docs/providers/index.html


Terraform
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resource "aws_instance" "foo" {
ami = "ami-ae7bfdb8”
instance_type = "m4.xlarge"
subnet_id = "${module.vpc.private_subnets[1]}"
key_name = "linux_ec2"
private_ip = “123.456.78.9"
vpc_security_group_ids = ["${aws_security_group.dban.id}"]

root_block_device{
volume_type = "gp2"
volume_size = "100"
delete_on_termination = "false"

}
}
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DNS to ELB: Host based routing

Route 53 entry for each banner environment

• test

• test.Infosys.etsu.edu

• bant

• bant.infosys.etsu.edu

• prod

• banner.infosys.etsu.edu
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elb haproxy
https://banner.infosys.etsu.edu/applicationNavigator

Elastic Load Balancer

haproxy1 haproxy2

ECS Compute 
Cluster

App. Load Balancer

Public

Private

Other EC2Other On-Prem



AWS Elastic Container Service

• Managed Cloud Service (Paas)

• Docker Cluster Service

• AWS Integrations

• Elastic Container Registry (ECR)
• Access Management (IAM)

• Logging & Alerting (Cloudwatch)

• Load Balancer (ALB)

• All Banner 9 Applications

• 24 Banner Services in Production

19
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Banner Applications on EC2

• Oracle: Banner, ODS, Degreeworks, UC4

• Jobsub / UC4 / Runner / DGW Classic Server

• ESM

• BDM

• Informattica Agent (salesforce / Targetx)

• eInvoice

• EIS

• Rabbitmq
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Relational Database Service (RDS)

• Non-Oracle

• Aurora

• EIS : MySQL

• .NET : Postgres

• MSSQL

Aurora (AWS database) 

• Automatic, continuous, 
incremental

• Point-in-time restore

• No performance hit during 
backups

• 35 day retention 
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Benefits

• VM performance

• S3 RMAN Backups

• AMI Snapshots

• EBS Snapshots

Limitations

• SYS/SYSTEM Locked

• OS: DIRECTORIES, etc

• DBA limitations 
• Not available: alter database, alter 

system, create any directory, drop any 
directory, grant any privilege, grant any 
role 

• No shell access
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Lambda



AMIs and 
Snapshots

• Snap AMIs quarterly or 
major upgrades

• Snap AMIs for install 
baselines

• Snapshots nightly

• Automated Backup and 
Prune via Lambda

• Migrate to Amazon Data 
Lifecycle Manager

• Pay for storage: 
– only deltas



DR - Personal Health Dashboard
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S3: Simple Storage Service
ETSU Usage

• Rman backups

• Logs for pretty much every 
application

• Aws-cli on prem logs

• Ecs configs
• Staged apps ready for 

deployment in docker 
cluster on base images

• Public file hosting 
• adminpages css

• Appnav background 
images

• Temporary Storage
• ETL

Features

• Tiered Storage Classes

• Lifecycle Policies
• Durability
• Cost
• Retrieval time

• AWS Managed: Scalable

• Encryption

• Security concerns
• Private by default (now)

• Security Policies

• IAM Roles

• Access Logging

• Versioning

• Analytics 27



Storage Gateway

• File Gateway

• NFS Mount

• S3 backend

• Cache

CoHEsion Summit 28



TouchNet

• IP Address must be whitelisted by TouchNet

• IP address may change for LB

• TouchNet will not honor that change

• EC2 Instance of HAProxy in public subnet with static ip

• Routes touchnet traffic (based on route) 

• SSB (alb -> ecs)
• Pci interface (alb -> ecs)

• UPay .NET web server
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Monitoring

• Prometheus

• Alerts Manager / Slack

• Graphana

• Enterprise Manager
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http://prometheus.infosys.etsu.edu:3000/d/EDohzuSik/haproxy?orgId=1&var-host=pproxy1.infosys.etsu.edu&var-port=9101&var-backend=dgw-dashboard&var-frontend=All&var-server=All&var-code=All&var-interval=30s&from=now/d&to=now&refresh=5m
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On-Prem

• Evisions MAPS 

• Intellicheck

• INB

• Dataguard

• FSAAtlas
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Summary

• Take inventory of current resources – network, hardware, 
software, personnel

• Get Comfortable with AWS services

• Free Tier

• Learn how to use the AWS cost estimator

• Use Terraform and git

• AWS Well Architected tool
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Whats Next?

• Containerize more apps

• Puppetize more vm configuration

• Create standby in separate region 

• Increase usage of CI/CD

• Increase monitoring via Prometheus and alerting

• RDS: UC4P, ADBP, RCAT, DGWP

• Greenfield
• AWS Fargate
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Questions?
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Resources

• http://www.gabrieltocci.com/talks

• BannerInTheCloud: AWS Group
• https://bannerinthecloud.slack.com
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