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Meet the Presenter

Gabriel Tocci

Sr. Cloud Architect / Sr. Consultant

Senior cloud architect with deep expertise in Amazon Web Services 
(AWS), Oracle Cloud (OCI), Kubernetes (K8s), Infrastructure as Code 
(IaC), and various HigherEd enterprise systems.

Been working in Higher Education for two decades finding new ways to 
leverage these technologies so colleges and universities can focus on 
their mission of improving student success/outcomes.

An AWS user since 2012 and running production Enterprise systems in 
AWS since 2016.
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AWS SECURITY SERVICES
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AWS SECURITY HUB
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SECURITY FINDINGS
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AWS Config
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AWS Config
• Findings are AWS Resource Configuration Setting Values

• Scans 300+ AWS Resource Types for Configuration Settings

• Four Possible Evaluation Results for AWS Config Rules
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Guard Duty
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• Findings are (potentially) Malicious Activity In

• VPC Flow Logs

• DNS Logs

• CloudTrail Events

• S3 Data Access

• Kubernetes Clusters Audit Logs

• RDS Database Login Activity

• Types of Findings

• Anomalies in behavior (AWS and Network)

• Launching New Instances

• Changing Network Rules

• Service/Data Access Patterns

• Types of Attacks

• Bitcoin Mining

• Command & Control

• Anonymous Connections

Guard Duty
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Amazon Macie
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Amazon Macie
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Amazon Inspector
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AWS Firewall Manager
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AWS Systems Manager
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IAM Access Analyzer

• Findings include 

• Unused

• Roles

• Access keys

• Passwords

• IAM Policy Review
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Custom and Third-Party Sources
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AWS Security Finding Format (ASFF / JSON)

Ref: https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html

https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
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SECURITY HUB EVENTS

04



www.sigcorp.com 28



www.sigcorp.com 29

Response and Remediation - 2020
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Response and Remediation - 2025

Ref: https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/#

https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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AWS AUDIT MANAGER
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AWS Audit Manager
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Security Frameworks in Audit Manager
ACSC Essential Eight

ACSC ISM 02 March 2023

AWS Audit Manager Sample Framework

AWS Control Tower Guardrails

AWS Generative AI Best Practices 
Framework v2

AWS License Manager

AWS Foundational Security Best Practices

AWS Operational Best Practices

AWS Well Architected Framework WAF v10

CCCS Medium Cloud Control

CIS AWS Benchmark v1.2.0

CIS AWS Benchmark v1.3.0

CIS AWS Benchmark v1.4.0

CIS Controls v7.1, IG1

CIS Critical Security Controls version 8.0, IG1

FedRAMP Security Baseline Controls r4

GDPR 2016

Gramm-Leach-Bliley Act

Title 21 CFR Part 11

EU GMP Annex 11, v1

HIPAA Security Rule: Feb 2003

HIPAA Omnibus Final Rule

ISO/IEC 27001:2013 Annex A

NIST SP 800-53 Rev 5

NIST Cybersecurity Framework v1.1

NIST SP 800-171 Rev 2

PCI DSS V3.2.1

PCI DSS V4.0

SSAE-18 SOC 2
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Common Security Frameworks
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NIST 800-171
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NIST 800-171
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GETTING STARTED
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Minimum Viable Stack
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Infrastructure as Code - GitHub
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ALTERNATIVE SOLUTIONS

07
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Open Source - Prowler
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SaaS - Vanta



QUESTIONS?

WWW.SIGCORP.COM
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Contact

/strata-information-group

@SIGCorpLIVE

Gabriel Tocci

Sr. Cloud Architect / Sr. Consultant

tocci@sigcorp.com sigcorp.com
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