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HOUSEKEEPING
§ Moving Quickly
§ Q&A Time at End
§ Eye Test
 Can you read this code font?

§ Deck Available
§ www.gabrieltocci.com/talks

http://www.gabrieltocci.com/talks


> whoami
Gabriel Tocci
Senior Consultant / Cloud Architect

§ Cloud and Container Technologies
• Cloud Migration
• Cloud Optimization
• Containerization

§ Certified Cloud Solutions Architect
• Amazon Web Services (AWS)
• Oracle Cloud Infrastructure (OCI)

§ Industry Innovations
• 2016: ERP Implementation in AWS
• 2016: ERP Implementation on Docker (AWS ECS)
• 2020: ERP Implementation on Kubernetes

§ Diverse IT Background
• DevOps Engineer / SRE
• Oracle DBA / Linux Sysadmin
• Senior Software Engineer
• BS and MS in Computer Science



Our mission is simple:
SIG solves problems.

§ 37+ Years in Business
§ Focused on HigherEd 

Exclusively
§ 200+ Consultants
§ 700+ Satisfied Clients
§ Technology Agnostic



DISCUSSION TOPICS         THEMES
Containers in HigherEd

Building / Packaging Images

Container Configuration Patterns

Container Orchestration Security

Common Issues

Monitoring / Observability

DEFAULTS

AUTOMATION

OBSERVABILITY



CONTAINERS IN HIGERED
Enterprise 

Systems / IT 
Operations

HA, Scaling, CD, Env 
Portability 

ERP, CRM, CMS, BI, etc.

Cloud Cost Savings, 
Downtime Scheduling

Custom 
Development

Development teams 
that build custom web 

applications

Parking, Voting, 
Orientation, Campus 

Tours

.NET, nodejs, LAMP, 
etc.

Research 
Computing 
Workloads

Short Lived Workloads

Researchers are 
experts in their field, 

not Docker/Kubernetes

Admission control



DEVOPS CYCLE



DEVOPS TOOLS
Packaging Deployment

Monitoring



PACKAGING



COMMON ISSUE: Root User
§ DEFAULT Configuration Pattern for 

Popular Base Images
§ Grants ROOT on Cluster Node!

§ K8s Admission Control

# setup tomcat user
RUN groupadd -r tomcat \
    && useradd -g tomcat -d ${CATALINA_HOME} -s 
/bin/bash tomcat \
    && mkdir -p /home/tomcat/bin \
    && chown -R tomcat:tomcat $CATALINA_HOME \
    && chmod +x $CATALINA_HOME/run.sh
USER tomcat



PACKAGING: $(docker build)
§ Signed Official Images
§ Multilayer Images

§ Base Images
§ Common Configurations
§ Libraries
§ Create User
§ Hardening

§ Optional Layers
§ Enabled Email
§ Database Connections

§ Release Images



COMMON ISSUE: Keeping up to date 
§ Automation: GitOps

§ git push(merge)
§ image build, tag, push, rollout

§ Upgrades: Minor / Patch
§ FROM tomcat:9.0.88-jre11
ü FROM tomcat:9.0-jre11
§ FROM tomcat:9-jre11

§ Package updates
§ RUN apt-get update -y



CONFIGURATION: $(entrypoint.sh)
§ Twelve Factor App

§ Environment Agnostic
§ No Static Values/Files

§ Build time Configurations
§ Non-Secret

§ [server.conf]
§ JDBC_STRING
§ SSO_URL
§ DOMAIN

§ Secrets
§ To Be Continued…

§ Runtime Configurations
§ ENV Injected into container at 

runtime
§ [deployment.yml]

§ [aws ssm:GetParameter]
§ ENV Examples

§ ${JDBC_STRING}
§ ${SSO_URL}
§ ${DOMAIN}

[entrypoint.sh]
$ envsubst < server.conf
$ sed –i -e "s|JDBC_STRING|${JDBC_STRING}|g" server.conf
$ sed –i -e "s|SSO_URL|${SSO_URL}|g"         server.conf
$ sed –i -e "s|DOMAIN|${DOMAIN}|g"           server.conf



COMMON ISSUE: Static Secrets
§ Static Secrets

§ API Keys / Service Tokens
§ DEFAULT Configuration 

Pattern for Popular 
Frameworks

§ .env files
{
  dev: “devPASS123”, 
  test: “testPASS456”,
  prod: “prodPASS789”
}

§ Runtime identity / assumable role
§ K8s Secrets vs. External Secrets

§ K8s Secrets are Stored Unencrypted
§ K8s External Secrets Operator

§ Injected into container ENV at 
runtime
§ [deployment.yml]
§ [aws secretsmanger:GetSecret]
§ ${JDBC_PW}

[entrypoint.sh]
  $ envsubst < server.conf
  $ sed –i -e "s|JDBC_PW|${JDBC_PW}|g" server.conf



COMMON ISSUE: Static Secrets
$ docker run -it --rm --entrypoint /bin/bash 
<registry/image:tag> -c ”<some-command>”



COMMON ISSUE: Static Secrets
§ NSA/CISA Hardening Guidance

§ Kubernetes
§ DevOps

§ Security Research
§ ACM CCS 2023:

§ Secrets Revealed in Container Images: An 
Internet-wide Study on Occurrence and Impact

§ DC31: Ian Dillon
§ Hunting Sensitive Docker Images in Google 

Container Registry Leaks

https://media.defense.gov/2022/Aug/29/2003066362/-1/-1/0/CTR_KUBERNETES_HARDENING_GUIDANCE_1.2_20220829.PDF
https://media.defense.gov/2023/Jun/28/2003249466/-1/-1/0/CSI_DEFENDING_CI_CD_ENVIRONMENTS.PDF
https://doi.org/10.1145/3579856.3590329
https://doi.org/10.1145/3579856.3590329
https://www.youtube.com/watch?v=bsga6LvaJIw
https://www.youtube.com/watch?v=bsga6LvaJIw


COMMON ISSUE: Build Context Leaks



COMMON ISSUE: Build Context Leaks
§ What Just Happened?

§ COPY . .
§ Implicit COPY ALL
§ Better: 

§ Explicit COPY
§ COPY /app /app

§ COPY /bin /bin

§ .dockerignore
§ Explicit DENY
§ Better

§ Implicit DENY
§ Explicit COPY

§ How To Defend This?
§ Dockerfile Static Analysis
§ Image Scanning
§ Education



COMMON ISSUE: Registry Misconfiguration
§ Privacy is often Public by DEFAULT
§ UI Confusion
§ $ docker push

§ Public/Private Images
§ Add registry audit log to SIEM

§ Alert on privacy changes



COMMON ISSUE: CICD Context Leaks



COMMON ISSUE: CICD Context Leaks
§ Gitlab Pipelines Logfiles

§ Secrets are stripped from logs via regex
§ Careful with structured data

§ Audit User Access

§ Protect main Branch
§ Monitor and Audit changes to CICD scripts
§ Scope secrets from environment to branch

§ Prod Secrets = main
§ Dev Secrets = develop



CICD CONCERNS
§ GitHub Actions

§ Open-source modules executed by Runner
§ Audit the Source Code
§ Pin the commit SHA

§ Runner Security
§ Node Security

https://docs.github.com/en/actions/security-guides/security-hardening-for-github-actions


DEPLOYMENT



COMMON ISSUE: Keeping up to date
§ Automation and Scheduling

§ Node Updates and Patches
§ Cloud/Serverless Runtimes

§ K8s API Updates
§ Manual-ish In the Cloud
§ Manual On-Prem

§ Ansible, etc.

§ Image Builds
§ Scheduled Pipeline Execution
ü FROM tomcat:9.0-jre11
§ RUN apt-get update -y



ORCHESTRATION: $(kubectl rollout)
§ Network Topology

§ Private Subnets
§ Control Plane and Workers
§ Network Security Policies

§ Disabled by DEFAULT
§ Data Encryption

§ TLS
§ ETCD

§ RBAC: Roles and Privileges
§ Disabled by DEFAULT

§ Mounted Volumes (ro/rw)
§ Admission Control…



ORCHESTRATION: Admission Control
§ Gatekeeper

§ 42 Public Policies

§ Kyverno
§ 328 Public Policies

§ Example Polices
§ Disable root execution
§ Disable creation of nodeport service

§ All Traffic via Ingress
§ Require Default deny network policy 

for all namespaces
§ Force resource limits on pods/quotas

§ Whitelist image registries
§ Whitelist base images
§ Block specific known CVEs
§ Require hostname in ingress routes 

§ No */* routes
§ Force encryption of etcd

https://staging.artifacthub.io/packages/search?kind=14&sort=relevance&page=1
https://kyverno.io/policies/


MONITORING



COMMON ISSUES: Flying Blind
§ Nothing is Monitored by DEFAULT

§ Blocked API Requests
§ Scan Results

§ Images
§ Registry Privacy

§ Infrastructure
§ System Response Time

§ Alerts
§ Multi-Channel
§ Priorities
§ Thresholds



MONITORING: SIEM, SOAR
§ Image Build Pipelines

§ Return codes
§ Image Scanning

§ SBOM
§ Static (registry)
§ Build Time && Runtime

§ Image Registry Auditing
§ Privacy Changes
§ Push/Pull Activity

§ Infrastructure Scanning
§ Cloud Infrastructure
§ Vulnerabilities
§ Penetration Tests

§ Centralized Logging
§ Network/WAF/LB Logs
§ Orchestration

§ Users
§ Deployments
§ Cluster Nodes

§ Application Logs
§ Analysis

§ Anomaly Detection
§ Alerting

§ Single Pane of Glass
§ Avoid Fragmentation



QUESTIONS?



RESOURCES
§ Resources

§ NSA/CISA Hardening Guidance
§ Kubernetes
§ DevOps

§ DC31: Ian Dillon
§ Hunting Sensitive Docker Images in 

Google Container Registry Leaks
§ ACM CCS 2023:

§ Secrets Revealed in Container 
Images: An Internet-wide Study on 
Occurrence and Impact

§ 12 Factor Methodology

§ Contacts
§ www.gabrieltocci.com

§ linkedin/gabrieltocci
§ www.sigcorp.com

§ linkedin/strata-information-group

§ Rate My Professor

https://media.defense.gov/2022/Aug/29/2003066362/-1/-1/0/CTR_KUBERNETES_HARDENING_GUIDANCE_1.2_20220829.PDF
https://media.defense.gov/2023/Jun/28/2003249466/-1/-1/0/CSI_DEFENDING_CI_CD_ENVIRONMENTS.PDF
https://www.youtube.com/watch?v=bsga6LvaJIw
https://www.youtube.com/watch?v=bsga6LvaJIw
https://doi.org/10.1145/3579856.3590329
https://doi.org/10.1145/3579856.3590329
https://doi.org/10.1145/3579856.3590329
https://12factor.net/
http://www.gabrieltocci.com/
http://www.sigcorp.com/

