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Prometheus 
Stack Overview

Metrics-based 
monitoring, alerting, 
and visualization with: 

• Prometheus

• Alert Manager

• Grafana Alertmanager



Components

Prometheus

• SoundCloud tool. Second “Cloud 
Native Computing Foundation” 
graduated project, after 
Kubernetes

• Uses agents (exporters) to expose 
metrics for Prometheus

• Prometheus collects (scrapes) 
metrics from exporters and stores 
data for use

• Ad-hoc “search” / filter and graph 
metrics collected by metric names 
and tags for analysis. 
• PromQL: Query data similarly to 

Elasticsearch/Lucene, Kibana, 
Splunk with simplified language.

Alert Manager

• Add-on component for 
Prometheus to allow Prometheus 
metrics to dispatch alerts.  

• Supports various notification 
targets: email, PagerDuty, Slack, 
etc.

Grafana

• Analytics and visualization system
• Build dashboards from a myriad of 

data sources 
• (including Prometheus, 

Cloudwatch, RDBMS, etc.)



Exporters
• HTTP Endpoints
• RabbitMQ
• Kafka
• BIG-IP / F5
• Apache
• HAProxy
• Nginx
• Varnish

• Node (host)
• MS SQL
• MySql
• Oracle
• Postgres
• Redis
• ProcessExporter

• AWS
• Azure
• Cloudflare
• Digital Ocean
• Rancher
• Github
• Jira

https://prometheus.io/docs/instrumenting/exporters/



Software with Exposed Prometheus Metrics

• App Connect Enterprise
• Deph
• FreeBSD Kernel
• Linkerd
• Netdata
• OpenZiti
• Pretix
• Vector

• Ansible Tower
• HAProxy
• Traefik
• Docker Daemon
• Gitlab
• Kubernetes
• CockroachDB

https://prometheus.io/docs/instrumenting/exporters/



$ curl localhost:9100/metrics
# TYPE go_gc_duration_seconds summary
go_gc_duration_seconds{quantile="0"} 2.2853e-05
go_gc_duration_seconds{quantile="0.25"} 4.8939e-05
go_gc_duration_seconds{quantile="0.5"} 6.6122e-05
go_gc_duration_seconds{quantile="0.75"} 7.6978e-05
go_gc_duration_seconds{quantile="1"} 0.002877178
go_gc_duration_seconds_sum 8.273970152
go_gc_duration_seconds_count 76038
# HELP go_goroutines Number of goroutines that currently exist.
# TYPE go_goroutines gauge
go_goroutines 8
# HELP go_info Information about the Go environment.
# TYPE go_info gauge
go_info{version="go1.15.8"} 1
# HELP go_memstats_alloc_bytes Number of bytes allocated and still in use.
# TYPE go_memstats_alloc_bytes gauge
go_memstats_alloc_bytes 1.98992e+06
# HELP go_memstats_alloc_bytes_total Total number of bytes allocated, even if freed.
# TYPE go_memstats_alloc_bytes_total counter
go_memstats_alloc_bytes_total 1.49724037016e+11
# HELP go_memstats_buck_hash_sys_bytes Number of bytes used by the profiling bucket hash table.
# TYPE go_memstats_buck_hash_sys_bytes gauge
go_memstats_buck_hash_sys_bytes 1.979467e+06
# HELP go_memstats_frees_total Total number of frees.
# TYPE go_memstats_frees_total counter
go_memstats_frees_total 1.619611962e+09
# HELP go_memstats_gc_cpu_fraction The fraction of this program's available CPU time used by the GC since the program started.
# TYPE go_memstats_gc_cpu_fraction gauge
go_memstats_gc_cpu_fraction 5.782905439544153e-05



Prometheus



Prometheus Architecture

Prometheus

App 
Server 1

App 
Server 2

Database 
Server

Batch 
Server

Node Exporter: 9100

Tomcat Exporter: 9156

Node Exporter: 9100

JMX Exporter: 9404

Node Exporter: 9100

Node Exporter: 9100

Process Exporter: 9256

OraDB Exporter: 9161

https://github.com/prometheus/prometheus/wiki/Default-port-allocations



Prometheus: 
Scrape 
Configuration



Prometheus: PromQL Ad-Hoc Query



Prometheus: Filtering / Graphing



Alert Manager



Alert Rules

https://awesome-prometheus-alerts.grep.to/rules.html

- alert: PRODInstanceDown
expr: 'up == 0'
for: 1m
labels:

severity: critical
annotations:

description: '{{ $labels.instance }} of job {{ $labels.job }} has been down for 5 minutes.'
summary: 'Instance {{ $labels.instance }} down

- alert: HTTPERRORDetected
annotations:

message: 'Probe on {{ $labels.instance }} is throwing an HTTPS 5xx or 4xx Error.'
summary: 'HTTP ERROR Detected.'

expr: 'probe_http_status_code > 399'
for: 1m
labels:

severity: critical



Alert Manager: 
Routes and 
Receivers

Child 
Route 1
“prod”

Default 
Route

Default Receiver 
(email / Slack, etc)

“notif default”

Child 
Route 2

“non-prod 
critical”

Receiver “Non-Prod 
Critial” to Slack 

Cannel

Receiver
“PROD” to 
Pagerduty

Match 'env'=>'production' Match 'env'=>'non-prod-critical'

It then traverses the child nodes. If continue is set to false, it stops after the first matching child. 
If continue is true on a matching node, the alert will continue matching against subsequent siblings.



Alert Manager: Receivers

• Pushover
• Opsgenie
• VictorOps / 

Splunk On-Call

• Email
• PagerDuty
• Slack
• MS Teams
• WeChat
• Telegram

• Custom 
Webhook
• More…



Alert Manager: 
Example Routes



Grafana



Grafana Dashboards

RabbitMQ Native Metrics 
and Dashboard

https://rabbitmq.com/prometheus.html



Grafana: Community Dashboards

https://grafana.com/grafana/dashboards/



Grafana: Community Dashboards



Node Exporter: Server Stats



Node Exporter: More Server Stats



Blackbox-Exporter

https://erp.school.edu/SelfServiceApplication/actuator/health



Grafana: Filtering / Time Series



Grafana: Custom Dashboards



Cloud Native Use Cases



Kube-prometheus





Federation

Prometheus 
ENV 1

K8s Worker 1

K8s Worker 2

K8s Worker 3

K8s Worker 4

Node Exporter

Kube-state-metrics

Node Exporter

Kube-state-metrics

Node Exporter

Node Exporter

Kube-state-metrics 

Kube-state-metrics 

https://prometheus.io/docs/prometheus/latest/federation/

Prometheus 
ENV 2

K8s Worker 1

K8s Worker 2

K8s Worker 3

K8s Worker 4

Node Exporter

Kube-state-metrics 

Node Exporter

Kube-state-metrics 

Node Exporter

Node Exporter

Kube-state-metrics 

Kube-state-metrics 

Prometheus
Federation 

Primary

/federate /federate

AlertManager Grafana



GitOps Deployment



Saving the Best for Last

https://prometheus.io/

Free and Open Source

Low Maintenance Overhead
• Minimal configuration: prometheus.yml,  alert-rules.yml, alertmanger.yml, Grafana dashboards
• Great community support and community-built rules/dashboards
• No separate database engine - data stored in disk-based time series DB (TSDB)
• Lightweight: Prometheus and exporters are self-contained binaries, easy updates

• Often bundled into other projects for specific use: Gitlab, OpenShift
• Low barrier to entry. Build, expand and scale as needed



QUESTIONS
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