I\

= SIG

IS SOMETHING ON FIRE?

End-to-end monitoring of infrastructure, systems, and applications using Prometheus

presented by:
Gabriel Tocci



SIG Introduction

®

ron
Industry Commitment
SIG was established in 1987
serving higher education with IT
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Powered by more than 100
professionals, with an average
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Ellucian® Partner
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managed services, and our ability to
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flexibility as new opportunities arise.
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Prometheus
Stack Overview

Metrics-based
monitoring, alerting,

and visualization with:

* Prometheus
e Alert Manager

e Grafana

Prometheus

Alertmanager

O*oH

Grafana



Components

e SoundCloud tool. Second “Cloud e Add-on component for e Analytics and visualization system
Native Computing Foundation” Prometheus to allow Prometheus e Build dashboards from a myriad of
graduated project, after metrics to dispatch alerts. data sources
Kubernetes e Supports various notification e (including Prometheus,

e Uses agents (exporters) to expose targets: email, PagerDuty, Slack, Cloudwatch, RDBMS, etc.)
metrics for Prometheus etc.

e Prometheus collects (scrapes)
metrics from exporters and stores
data for use

e Ad-hoc “search” / filter and graph
metrics collected by metric names
and tags for analysis.

e PromQL: Query data similarly to
Elasticsearch/Lucene, Kibana,
Splunk with simplified language.




Exporters

* Node (host)
« MS SQL

* MySq|

* Oracle

Postgres
Redis

ProcesskExporter

« HTTP Endpoints
« RabbitMQ
 Kafka

* BIG-IP / F5

» Apache

* HAProxy

* Nginx

* Varnish

« AWS

e Azure
 Cloudflare

* Digital Ocean
« Rancher

* Github

e Jira

https://prometheus.io/docs/instrumenting/exporters/




Software with Exposed Prometheus Metrics

* Ansible Tower » App Connect Enterprise
* HAProxy * Deph
e Traefik * FreeBSD Kernel
* Linkerd
. D.ocker Daemon Netdata
* Gitlab . Openzit
« Kubernetes . Pretix
» CockroachDB * Vector

https://prometheus.io/docs/instrumenting/exporters/




S curl localhost:9100/metrics

# TYPE go gc duration seconds summary

go_gc_duration seconds{quantile="0"} 2.2853e-05

go_gc_duration seconds{quantile="0.25"} 4.8939%9e-05

go_gc _duration seconds{quantile="0.5"} 6.6122e-05

go_gc_duration seconds{quantile="0.75"} 7.6978e-05

go_gc_duration seconds{quantile="1"} 0.002877178

go_gc_duration seconds sum 8.273970152

go_gc _duration seconds count 76038

# HELP go goroutines Number of goroutines that currently exist.

# TYPE go goroutines gauge

go_goroutines 8

# HELP go_info Information about the Go environment.

# TYPE go_info gauge

go_info{version="gol.15.8"} 1

# HELP go memstats alloc bytes Number of bytes allocated and still in use.

# TYPE go memstats alloc bytes gauge

go memstats alloc bytes 1.98992e+06

# HELP go memstats alloc bytes total Total number of bytes allocated, even if freed.
# TYPE go memstats alloc bytes total counter

go memstats alloc bytes total 1.49724037016e+11

# HELP go memstats buck hash sys bytes Number of bytes used by the profiling bucket hash table.
# TYPE go memstats buck hash sys bytes gauge

go memstats buck hash sys bytes 1.979467e+06

# HELP go memstats frees total Total number of frees.

# TYPE go memstats frees total counter

go memstats frees total 1.619611962e+09

# HELP go memstats gc cpu fraction The fraction of this program's available CPU time used by the GC since the program started.
# TYPE go memstats gc cpu fraction gauge

go _memstats gc cpu fraction 5.782905439544153e-05
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Prometheus Architecture

Database
Server

App
Server 1

Node Exporter: 9100

Node Exporter 9100

é: OraDB Exporter: 9161

Tomcat Exporter: 9156

Prometheus

App Batch
Server 2 / Server

Node ExpOrter 9100 / s‘ Node Exporter: 9100
Process Exporter: 9256

https://github.com/prometheus/prometheus/wiki/Default-port-allocations

JMX Exporter: 9404




[ prometheus.yml 919 Bytes .}

AGLETH

Prometheus:
Scrape

alertmanagers:
- static_configs:

Configuration

rule_files:
- "primary_alert_rules.yml"

scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: ["localhost:9090"]
job_name: "pihole_exporter"
static_configs:
- targets: ["192.168.1.132:9617"]
job_name: "node_exporter"
static_configs:
- targets: ["192.168.1.137:9100","192.168.1.138:9100","192.168.1.139:9100"]
job_name: "cadvisor"
static_configs:
- targets: ["192.168.1.138:8080","192.168.1.139:8080","192.168.1.142:8080"]

job_name: "haproxy"
static_configs:
- targets: ["192.168.1.141:9101","192.168.1.144:9101"]




Prometheus: PromQL Ad-Hoc Query

Prometheus

Use local time

Enable highlighting Enable linter

Q w

Load time: 26ms

Table Graph

Evaluation time

up{instance="192.168.1.132:9617", job="pihole_exporter"}
up{instance="192.168.1.137:9100", job="node_exporter"}
up{instance="192.168.1.138:8080", job="cadvisor"}
up{instance="192.168.1.141:9101", job="haproxy"}

up{instance="localhost:9090", job="prometheus"}

Add Panel

Enable query history Enable autocomplete

]

Resolution: 14s  Result series: 5

Remove Panel

Metrics Explorer X

cadvisor_version_info
container_cpu_load_average_10s
container_cpu_system_seconds_total
container_cpu_usage_seconds_total
container_cpu_user_seconds_total
container_fs_inodes_free
container_fs_inodes_total
container_fs_io_current
container_fs_io_time_seconds_total
container_fs_io_time_weighted_seconds_total
container_fs_limit_bytes
container_fs_read_seconds_total
container_fs_reads_bytes_total
container_fs_reads_merged_total
container_fs_reads_total
container_fs_sector_reads_total

container_fs_sector_writes_total




Prometheus:

Prometheus

Filtering / Graphing

Use local time Enable query history Enable autocomplete

Enable highlighting Enable linter

Q,  up{instance="192.168.1.138:8080"}

Load time: 18ms

Table Graph

Evaluation time

up{instance="192.168.1.138:8080", job="cadvisor"}

Add Panel

e

Resolution: 14s  Result series: 1

Remove Panel

Prometheus 0
Use local time Enable query history Enable autocomplete

Enable highlighting Enable linter
Q  node_loadl{instance="192.168.1.137:9100",} ® m

Load time: 177ms Resolution: 14s Result series: 1

Table Graph

End time B Res. (s) 2 .

Show Exemplars

1.80

1.60

140

1.00

0.80

0.60

15:30 15:40 15:50 16:00 16:10 16:20

node_load1{instance="192.168.1.137:9100", job="node_exporter"}




Alert Manager



Alert Rules

- alert: PRODInstanceDown
expr: 'up == 0'

for: 1m

labels:
severity: critical

annotations:
description: '{{ S$labels.instance }} of job {{ $labels.job }} has been down for 5 minutes.'
summary: 'Instance {{ $labels.instance }} down

- alert: HTTPERRORDetected

annotations:
message: 'Probe on {{ S$labels.instance }} is throwing an HTTPS 5xx or 4xx Error.'
summary: 'HTTP ERROR Detected.'

expr: 'probe http status _code > 399'

for: 1m

labels:
severity: critical

https://awesome-prometheus-alerts.grep.to/rules.html



Alert Manager:
Routes and
Receivers Route

Default Receiver

(email / Slack, etc)
“notif default”

Child Receiver “Non-Prod
Route 2 Critial” to Slack

Child
Route 1

Receiver

“PROD” to

o > d
Pagerduty non-pro Cannel

llprodll

I”

critica

Match 'env'=>'production’ Match 'env'=>'non-prod-critical’

It then traverses the child nodes. If continue is set to false, it stops after the first matching child.
If continue is true on a matching node, the alert will continue matching against subsequent siblings.



Alert Manager: Receivers

« Email * Pushover « Custom

» PagerDuty » Opsgenie Webhook
» Slack » VictorOps / * More...

e MS Teams Splunk On-Call

« WeChat

* Telegram



# The root route with all parameters, which are inherited by the child

Alert M a nage r: # routes if they are not overwritten.

route:

Example Routes | s

group_interval: 5m

repeat_interval: 4h

group_by: [cluster, alertname]

# ALl alerts that do not match the following child routes

# will remain at the root node and be dispatched to 'default-receiver'.
routes:

# ALl alerts with service=mysql or service=cassandra

# are dispatched to the database pager.

- receiver: 'database-pager'

group_wait: 1@s

matchers:

- service=~"mysql|cassandra"

All alerts with the team=frontend label match this sub-route.
They are grouped by product and environment rather than cluster
and alertname.

receiver: 'frontend-pager’

group_by: [product, environment]

matchers:

- team="frontend"

H ¥ RN
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Grafana Dashboards

localhost ¢ (4] th [a)

Queues Consumers Connections Channels Incoming messa... Outgoing messa... Ready messages Unacknowledge... Ra b b i t M Q N a t ive M Et ri c s
5 3 18 11 108 32 429 and Dashboard

VIV VIV VIV TV VT TV VT AN VWA WA VAAAAAA AR
NODES https://rabbitmqg.com/prometheus.html

QUEUED MESSAGES

Messages ready to be delivered Messages unacknowledged by consumers

INCOMING MESSAGES
OUTGOING MESSAGES
QUEUES

Total queues Queues declared / s Queues created / s Queues deleted / s




Grafana: Community Dashboards

e

:
PRI, . SO TP L

Postfix

4/5 5 ratings
1.72K downloads

Prometheus

"

NodeJS Application
Dashboard

4.6/5 S ratings
23.3K downloads

Prometheus

https://grafana.com/grafana/dashboards/

PostgreSQL Database

4.2/5 S ratings
66.6K downloads

Prometheus



Grafana: Community Dashboards

Node Exporter Full oy rraie Downloads: 1
Rev

Import

#% DASHBOARD

Last updated: 7 months ago

Start with Grafana Cloud and the new FREE tier. Includes 10K series Prometheus or Graphite Metrics and 50gb Loki Logs Add your re &, Upload JSON file

Import via grafana.com

1860
Overview Revisions Reviews

Nearly all default values exported by Prometheus node exporter graphed.

Import via panel json

Get this dashboard:

IR Copy ID to Clipboard

Download JSON
How do | import this dashboard?

Only requires the default job_name: node, add as many targets as you need in ‘/etc/prometheus/prometheus.yml'.

- job_name: node Dependencies:

static_configs:
- targets: [ 'localhost:9100')

{5 GRAFANA7.3.7

Z GAUGE
Recommended for prometheus-node-exporter the arguments '--collector.systemd --collector.processes' because the graph uses some of
their metrics. Z| GRAPH

€ PROMETHEUS 1.0.0

Since revision 16, for prometheus-node-exporter v0.18 or newer. Since revision 12, for prometheus-node-exporter v0.16 or newer.

:

= SINGLESTAT

b

Available on github: https:/github.com/rfrail3/grafana-dashboards.qgit



Node Exporter: Server Stats

85 General / Node Exporter Full ¢ <3

datasource  default v Job  node_exporter v Host 192.168.1.137:9100 ~ # Github ([ Grafana

~ Quick CPU / Mem / Disk
SWAP Used Root FS Used CPU Cores

CPU Busy Sys Load (5m avg) . Sys Load (15m avg) RAM Used

4

RootFS Total RAM Total *  SWAP Total

N/A 16 GiB oB

v Basic CPU / Mem / Net / Disk
CPU Basic Memory Basic
18.6 GiB
14.0 GiB

9.31 GiB

4.66 GiB

- v - . - — .

21:45 21:50 21:55 22:00 22:05 22:10 22:15 22:20 22:25 22:30 21:45 21:50 21:55 22:00 22:05 22:10 22:15 22:20 22:25 22:30 22:35

0%

== Busy System Busy User Busy lowait == Busy IRQs Busy Other == Idle == RAM Total == RAM Used RAM Cache + Buffer == RAM Free SWAP Used

Network Traffic Basic - Disk Space Used Basic

10 kb/s
5 kb/s
Ob/s

-5 kb/s

—r—= 0%

22:05 22:10 22:15 22:20 22:25 22:30 22:35 22:40 21:45

== /mnt/remotes/192.168.1.1_z_network == /var/lib/docker == /etc/libvirt == /mnt/disk1 /mnt/disk2 /mnt/disk3
/mnt/diskS /boot == /mnt/user /mnt/user0 /mnt/disks /mnt/remotes /var/log

21:50 21:55 22:00 22:05 22:10 2215 22:20 22:25 22:30 22:35
/mnt/disk4

-10 kb/s
21:45 21:50 21:55 22:00

== recverspan0) == recveth0 == recvgre0 == recv gretap0 recv ip_vti0 recv lo recv sit0 recv tunl0 trans erspan0 == trans ethO

trans gre0 trans gretap0 trans ip_vti0 trans lo trans sit0 trans tunl0




Node Exporter: More Server Stats

85 General / Node Exporter Full & <

datasource  default v Job  node_exporter v Host:  192.168.1.137:9100 v

v Quick CPU / Mem / Disk

H

CPU Busy ; Sys Load (5m avg) ; Sys Load (15m avg) ; RAM Used ; SWAP Used

> Basic CPU / Mem / Net / Disk (4
> CPU / Memory / Net / Disk
> Memory Meminfo (15p

> Memory Vmstat

> System Timesync (4 panels)
> System Processes (7 panels)
> System Misc (7

> Hardware Misc

> Systemd

> Storage Disk

> Storage Filesystem

> Network Traffic

> Network Sockstat (5

> Network Netstat

> Node Exporter (2p



Blackbox-Exporter

UP

HTTP Status Code

200

HTTP Version

1.1

SSL

https://erp.

HTTP Duration Probe

25s 5s

h‘i@‘-‘ !

17:40

‘MJL.U:!.-

17:10

500 ms
Ons Ons
17:20 17:30 17:50

17:10 17:20

== CONNECt == processing == resolve == tls transfer == seconds

SSL Expiry Average Probe Duration

1.1s

school.edu/SelfServiceApplication/actuator/health

. |
. JH\WAMNUUNWMWWJ

17:30

Duration

L

AL\WMW@‘mxfwjl\/ﬁtMLﬂ,Mf

17:40 17:50 18:00

Average DNS Lookup

168 ms




Grafana: Filtering / Time Series

Tm
Absolute time range "Github (# G
From

now-24h Last 5 minutes

Last 15 minutes
To

Last 30 minutes

Last 1 hour

Apply time range
Last 3 hours

It looks like you haven't used this time picker Last 6 hours
before. As soon as you enter some time
) y ) i Last 12 hours
intervals, recently used intervals will appear

here. Last 24 hours
Read the documentation to find out more

about how to enter custom time ranges. Last 2 days

1 act 7 Aaue

Browser Time United States, ES UTC-05:00 Change time settings




Grafana: Custom Dashboards

. Production Banner

PROD Status Uptime PROD Invalid Objects Locked System Accounts ) Standby Status ~ Standby Gap ~ LDI Events Pending * Current Sessions - Current Processe:

UP 89 days 0 0 Active No 1 628 543

o

Sessions PROD

== ACTIVESYSTEM = ACTIVEUSER == INACTIVESYSTEM = INACTIVE USER SNIPED USER

Production Ancillary DBs

RCAT Status Uptime RCAT Invalid Objects Locked System Accounts ’ Standby Status ’ Standby Gap

UP 23 days 0 0 Active No
DGWP Status Uptime DGWP Invalid Objects Locked System Accounts
UP 5.3 days 0 0

UCA4P Status Uptime UC4P Invalid Objects Locked System Accounts

UP 5.3 days 0 0




Cloud Native Use Cases



Kube-prometheus

KUBERNETES
API PULL 1 3

- Target
autodiscover PUSH
* Metric alerts Notlﬁcatlon
m%b
Prometheus AIertmanager

Server(s)

9 y . 2 PULL

r=fi Data sources
wEke fluentd

5
- e PULL
. - Kube State
red IS metrics

Node
exporters .

- Kube —_—
components
% % % Grafana visualization &
Dashboards

KUBERNETES NODES

8



All v All v cluster

prod-oke v

v Cluster Health

Cluster Memory Usage Node Memory Utilization

0%
15:30 15:35 15:40
== 172.20.20.149 == 172.20.20.154 == 172.20.20.225 == 172.20.20.95

Cluster CPU Usage Cluster Node CPU Utilization

2022-10-18 15:51:45

= 172.20.20.149.

=172.20.20.154

= 172.20.20.225:

= 172.20.20.95:
0.300

0.200

0.100

15:28 15:30 15:32 15:34 15:36 15:38 15:40 15:42 15:44 15:46 15:48 15:50 15:52 15:54 15:56

== 172.20.20.149 == 172.20.20.154 == 172.20.20.225 == 172.20.20.95

Container Memory Utilization

0.150
0.592
0.149
0.638

0B
15:55

bannergeneralssb == banportals

15:40
banner-mobileserver

15:45
== banneraccessmgmt == banneradmin

15:50
bannerextensibility

15:30 15:35

alertmanager == alertmanager == alertmanager == applicationnavigator banportals

config-reloader config-reloader config-reloader config-reloader config-reloader == cssearch == degreeworks-controller == degreeworks-scribe == degreeworks-tomcat == degreeworks-transit

displaycatalog == displayschedule == documentmanagementapi == employeeselfservice == employeeselfservice == ethosapimanagementcenter == facultyselfservice == financeselfservice ~ haproxy-ingress

ingress-default-backend == integrationapi == kubebac-proxy == kube-rbac-proxy == Kube-rbac-proxy == kube-bac-proxy == kube-rbac-proxy == kube-rbac-proxy-main == kube-rbac-proxy-self == kube-state-metrics

node-exporter == node-exporter  node-exporter  node-exporter  pl prometheus == prometheus == prometheus-adapter == prometheus-operator == ssb == ssb

ssomanager == ssomanager == studentadvisorssb == studentapi == studentregistrationssb == studentselfservice == studentssb

lumaddrupdproj lynx

touchnet == yuathleticshf == yubenefitscalc yuconnect

yudirsearch == yupublicsearch == yuwsswfieldwork

Container CPU Utilization

yudirectoryupdate




Federation

AlertManager Grafana

Prometheus
Federation
Primary

K8s Worker 1

K8s Worker 3

/federate K8s Worker 1 /federate

K8s Worker 3
Node Exporter

Node Exporter

Node Exporter

/ | Kube-state-metrics

Node Exporter

/ | Kube-state-metrics

Kube-state-metrics |

Kube-state-metrics |

Prometheus
ENV 1

Prometheus
ENV 2

K8s Worker 2

Node Exporter \\‘

K8s Worker 4 K8s Worker 2

K8s Worker 4

Node Exporter

Node Exporter

Kube-state-metrics

\ Node Exporter

| Kube-state-metrics

. Kube-state-metrics
Kube-state-metrics

https://prometheus.io/docs/prometheus/latest/federation/



GitOps Deployment

H cloudalchemy [ ansible-prometheus ' Pubiic E prometheus-community [ helm-charts ' public

<> Code (%) Issues 20 i Pull requests 27 () Actions ) Security
¢> Code () Issues 103 I} Pullrequests 13 () Actions

¥ master ~ § 5 branches © 132 tags
¥ main ~ §F 3 branches © 932 tags

SuperQ Merge pull request #380 from sdarwin/featurefto_yaml

_ dependabot[bot] Bump helm/kind-action from 1.3.0 to 1.4.0 (#
.chglog Use git-chglog

circleci Update build .github Bump helm/kind-action

.github switch to molecule v3 and circleci ;
o charts [prometheus-stackdrive

defaults - automated upstream release update ) _
scripts fix codeowners workflo

handlers move to molecule 2.x (#108)

.gitignore Allow rules be enabled i
meta Update Cl tests (#337)
molecule Fix circleci

tasks Retain order in yaml dictionaries

templates Retain order in yaml dictionaries

vars Add binary install directory (#259)




Saving the Best for Last

Free and Open Source

¢ Open Source

Prometheus is 100% open source and community-driven. All
components are available under the Apache 2 License on GitHub.

https://prometheus.io/

Low Maintenance Overhead

* Minimal configuration: prometheus.yml, alert-rules.yml, alertmanger.yml, Grafana dashboards
* Great community support and community-built rules/dashboards
* No separate database engine - data stored in disk-based time series DB (TSDB)
e Lightweight: Prometheus and exporters are self-contained binaries, easy updates
e Often bundled into other projects for specific use: Gitlab, OpenShift
* Low barrier to entry. Build, expand and scale as needed
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